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Optimal addition:

toolstar®testLX

The self-booting diagnostic software for
PC, notebook, server and IPC for testing
all important components.
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toolstar®shredderLX

The shredder software erases your data securely and irrevocably

e Self-booting, independent of the operating system

e Erase up to 4 media in Standard Edition* at once

e Erases according to the most important German and international security
standards, e.g. BSI, DoD, HMG

e Erases boot- and partitionsector viruses

e Firmware based erasing for SSD, NVMe, M2 etc.

e Audit-proof erasing-certificate for each individual disk

e Detailed system information and serial numbers in the report

e As amodule in toolstar®testLX: testing, deleting and reporting in one
operation

Hard drive data must be better protected today than paper documents, as they
can be evaluated and copied even more easily - this also applies to disposal. In
addition, the legislature has also prescribed deletion in the Federal Data
Protection Act since May 2001. toolstar®shredderLX offers you the option of
deleting hard drive data securely, irretrievably and, above all, verifiably GDPR-
compliant in accordance with international security standards.

toolstar®shredder guarantees data security when buying / selling used PCs and is
important for everyone who wants to protect their own data and those of others:

e Administrators, PC dealers, service technicians, system houses ...

o Remarketers, processors and IT brokers ...

e |T managers, managing directors ...

e Lawyers, doctors, tax advisors, authorities....

Security standards

e BSI Standard (Federal Office for Information Security, Germany)

e BSIVS-ITR, BSI-2011 (BSI, Germany)

e NIST Purge & NIST Clear

e DoD 5220.22M short and extended (Department of Defense, USA)
e HMG Infosec Standard 5 (GCHQ, british government)

e AR380-19 (US-Army)

e AFSSI| 5020 (US-Air-Force)

e  Bruce-Schneier- algorithm

e  Peter Gutmanns methode

Firmware based erasings

e  Sanitize Overwrite e NVMe Format User Data Erase
e  Sanitize Block Erase ¢ NVMe Format Cryptographic Erase
e  Sanitize Crypto Erase e Secure Erase

e Enhanced Secure Erase

Annual license

You receive our software as an annual license including all updates, advice and
support by phone and E-Mail.

*Enterprise Edition for more disks simultaneously (8, 12, 20...) on request

Order and advice on +49 8441 - 5044 0 or E-Mail to info@toolhouse.de or online www.toolhouse.de
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